Cisco

SECURE

Rak noctpoutb b B
00/1bLLON KOMMAHUN?

[Molwarosbiy NaaH

Anekcen Jlykaukui

Bu3Hec-KOHCYNbTaHT No 6e30nacHOCTU

alukatsk@cisco.com

cISco The bridge to possible

7y
ey



[lhaHOBaA nnu
HaBA3aHHaA UMPpPOBan
TpaHchOpMaLUA

To, 4TO 6bI10 334YMaHO AABHO U
peasibHO HYXXHO (UM HaBsA3aHO)

busHecy

alvan ) )
CI1SCO The bridge to possible

LUndposble nnatpopmbl

Lindpposble ABONHUKMK
PoboTmnsauus
NCKYCCTBEHHbIN UHTENNEKT
bonbline gaHHbIE

Bnok4yenH

Odwunc byaywero




ABpanbHas
unppoBm3aLma

To, YTO HY*KHO BU3Hecy, HO BO3HUK/IO
BHE3aMnHO N HEOXKUAAHHO

e ) )
CI1SCO The bridge to possible

YnaneHHbIN AoCcTyn

YnaneHHoe obcnyXmBaHue
KIMEHTOB

CpepacTtBa rpynnoBou
PaboThbI

INEeKTPOHHbIN
AOKYMeHTO0bopoT

Toprosble NIHTepHeT-
naowagxku

atfva]ne -
CISCO




Kaxkaaa KomnaHnAa nmeet cBoW ypoBeHb 3penoctn Ub

3axTa
NHMPACTPYKTYpPbI

... I I . - -
'.‘

au_wlTa OT yrpos3 s Compllance

\ \

\ ~___]
| — “
A -
ynpaeretive BusHec-opueHTayus
‘ases’ SECURE puckamm



Ho ecnun 6bl y Hac 6bin green field?




4 nonynApHbIX cTpaternn noctpoeHuna Ub

Knaccuuyeckum UTWHUK

3awmiaem TO, yTo ecTb B
nHdppactpyktype — LOMbl, obnaka,
YHUUUNPOBAHHBIE  KOMMYHUMKaLUN,
Wi-Fi, ERP, OT/ICS n T.n.

NMpoXXeHHbIN CUNOBUK

3akoHoaaTenbCTBO CO34aHO Ans TOro,
yTtoObI ero cobntopaTtb. busHec nu UT
JOIDKHbI BbIMOMHATL BCe TpeboBaHUS
perynsitopos

C TOYKkM

3peHus
aKTUBOB

C TOYKU
3peHunA

TpeboBaHMI
perynatopos
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C TOUKkM
3peHud

yrpos

C TOYKM
3peHunA

3aLMTHbIX
mep

HaunHarowmn UBbwHUK

3awmwaem He «4YTOw», a «OT YEIOv,
Jaxe ecrnv 9TUM Yrposbl HUKaK He
BT OusHec unu AT

NMpoaBuHyTLIN UBLWIHKK

CoBpemMeHHble  3allUTHbIE mMepbl
Nno3BONAT  HeWTpanusoBaTb  BCe
yrposbl, 3aWnTUTL coBpemMeHHble T un
naxe BbIMOMHUTb TpeboBaHuA
perynsitopoB (HaBepHoe)



HopmaTtmnBHoe perynmpoBaHue b B baHKax
HMC EBC / YVIK ~ Oneppncwn

« 382-M + ®3-152 « ®3-115 . p
.+ 683 * MMpukas GCTIK Ne21 . 4859-Y ©3EpBNPOBaHNe
- 672N « TMpukas ®CE Ne378 .« 4-MP i 'Iila””Ta”; ep
AHTUdpOa * [lpukassl PKH * [lpukasbl MuHundpsI poekT 1lonoxenus
PCI DSS KpuTuueckas uHdpa. e
. « ©3-187 * Lundpposon npocunb
. IEEIDDSSSS « [M-127 « CbIl * [Mncbmo LB Ne04-
.« HSM * [Mpukasbl PCTOK * Open API 45/2470
* [lpukasbl Cb * MapkeTnnenc
GDPR Kpuntorpadus SWIFT FOCThol
* [lpukasbl PCb » 57580.1
+ GDPR * ®3-63 (Mo aneKTpoHHON + CSP SCF « 57580.2
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Tonbko oanH npumep - PCTIK

1992 - AC

bonbLioe

KONn4ecTBo TpeboBaHUM

» 2002 - CTP-K - 2006 - KT
w

He No3BodeT

2009 - YNy 2008 - MAH
peann3oBaTb UX (versepokmnme) [
nocnenoBaTtesibHoO.

2007 - KCnn

OcobeHHO B KOHTEKCTe

MOAB/IEHNA HOBbIX e it ) EEETRICE)

TpeboBaHWI N BOBNEYEHUA

HOBbIX PErynsTopos

2018 - Kun - 2017 - BNK u uNy
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YTo Hapo
caenatb Ass
obecneyeHuUs
be3onacHoOCTU?

Ha3HayeHWe OTBeTCTBEHHbIX
MoaennpoBaHue yrpos
BbipaboTKa 3aLNTHbIX Mep

Pa3paboTka opraHmM3aLMOHHO-
pacnopaauTeNbHOW MU SKCNAYaTaLuMOHHOM
AOKYMEHTaLMn

Bbi6op, npuobpeteHne, BHeAPEHUE U
3KCcMnAyaTaLua 3aWUTHbIX CPeacTB

YnpasneHune Ub
PearnpoBaHue Ha MHUNAEHTDI
AHann3 yasBMmocTewu

MoHutopuHr b



KaK BbIMO/IHATL? 1ISO
27002

238 PCI DSS 3.0
ASK




«Hebonbliaa AonA NPUYKH,
BK/1a4blBaeMbIX CPeACTB NN
npuaaraemblx YCUANN, OTBEYAET 33
bonbluyO AONH0 PE3YNbTaTOoB,
noay4yaemou NPoayKLUUN Nan
3apaboTaHHOro Bo3HarpaxKaeHma»
Bunbdpeno MNapeto (1848 — 1923)



10 6a30BbIX 3aLLUTHbIX
Mmep

C yero cTonsio bbl HayaTb peannsaumio
3alLUTHbIX Mep no TpeboBaHMUAM
®CTIK
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OMNC.3 - YcTaHOBKa (MHCTanNAUMA) TONbKO
pa3peLweHHOoro K ucnonb3sosaHuto MO n (nnun) ero
KOMMNOHEHTOB

AH3.2 - KoHTponb ycTaHOBKM 06HoBAeHU [0,
BKAtoYan obHoBneHue MO cpeacTs 3aLmUTbl
nHbopmaumnm

AH3.3 - KoHTponb pabotocnocobHoCTH,
napameTpoB HAaCTPOWKKU M NPABUIbHOCTH
dYHKUMOHMpoBaHMa MO 1 cpeacTs 3anUTbI
nHbopmaunm

AH3.5 - KoHTpOb NpaBua reHepaLnm U CMeHbl
naposien Nonb3oBaTesien, 3aBeAeHNA U yaaneHms
YYETHbIX 3aNMCeN NONb30BaTENEN, Pean3aums
npaB pasrpaHnUYeHna JocTyna, NOJHOMOYUN
nosb3oBartesie B MHOGOPMALMOHHOMN CUCTEME

YNA.5 - HasHayeHne MUHUMaNbHO
HeobxoaMMbIX NPaB U NPUBUNETUN
NoNb30BaTeNAM, A4MUHUCTPATOPAM U NNLAM,
obecneumBarOWMM PyHKLNOHUPOBaAHME
MHPOPMALMOHHOM CUCTEMDI
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10 6a30BbIX 3aLLUTHbIX
Mmep

C yero cTonsio bbl HayaTb peannsaumio
3alLUTHbIX Mep no TpeboBaHMUAM
®CTIK

alvan ) )
CISCO The bridge to possible

NUAD.1 - NaeHTUPUKaUUA U ayTEHTUPUKaUMA
nosb3oBaTenen, ABAAOWNXCA PaboTHUKamm
onepaTopa

NUAD.2 - NaeHTUPUKAUUA U ayTEHTUPUKaLUMA
YCTPOWMCTB, B TOM YMC/E CTALMOHAPHbIX,

MOBUbHbIX U NOPTAaTUBHbIX

OAT.4 - MNepunognyeckoe pesepsHoe
KONMpoBaHMe MHPOpMaLMM Ha pe3epBHbie
MALUNHHbIE HOCUTENU MHOPMaLMN

OAT.2 - Pe3epBnpoOBaHME TEXHUYECKUX CPeacTs,
nporpammHoro obecneyeHus, KaHao0B
nepegayn MHGopmauum, cpeacTs obecneyeHms
OYHKUMOHUPOBAHUA MHPOPMALMOHHOM CUCTEMDbI

3UC.17 - Pa3breHne MHGOPMaLMOHHOMN CUCTEMDBI
Ha CermeHTbl (cermeHTMpoOBaHKUE
MHPOPMALIMOHHOM cucTembl) M obecneyeHmne
3aLLNTbI MEPUMETPOB CEFMEHTOB
MHOOPMALMOHHOM CUCTEMBI.
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Ton 4 3dWWUTHBIX MEP (no Bepcmn aBCTPanMMCKOro perynatopa)

Antralian Government
Department of Defence
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1 Targeted cyber intrusions remain the bigpest Ureat to goverwment ICT systerms. Since ooenng 1 eary 2010,

the Cyber

2 Youshoud never assume that your information 's of ittie or 1o valve. Adversaries are not just looking for
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1. Application whitelisting (3amKkHyTas
nporpammHas cpeaa)

2. ObHOBNEHME NPUNTOHKEHUM

(ycTaHOBKa naTtyein)

3. ObHoOBNEHME ONepaLMOHHbIX CUCTEM

OrpaHunyeHne aaMMHUCTPATUBHbIX
npuBMUNErUn

3akpbiBatoT 85% Bcex yrpos



Ton 8 3a LLIMTHbBIX MEP (no Bepcnm aBCTPanunicKoro perynaropa)

MARCH 2018
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be more
an having to rospond to a succosstul large-
anisations should perform the following

6. which systems store, process or
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Application whitelisting (3amkHyTasn
nporpammHas cpeaa)

O6HOBNEHME NPUNOKEHUN (YCTAHOBKaA NaT4yemn)
KoHdurypauma HacTpoek makpocos B MS Office

YcmneHume 3amnTbl NPUNONKEHMIN NONb30BaTENEN
(oTkntoveHue Flash, 6aokuposBaHue Java u
CKPUNTOB U T.N.)

OrpaHuyeHne agMUHUCTPATUBHbBIX NPUBUAETUI
MHorodakTopHaa ayTeHTMdMKaLnA
O6HOBNEHME onepPaLMOHHbIX CUCTEM

ExXeaHeBHOe pe3epBHOE KOMMPOBaHUe

3akpbiBatoT 90% Bcex yrpos



Ton 37 3a LLIUTHBIX MEP (no Bepcnm aBCTPannICKoOro perynatopa)
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1 Essential
- Excellent
2 Very Goo
2 Good

2 Limited



Ton20 CIS Controls

0 Cxorkaa naeonoruna

0 HaumHanoch KaKk npoeKkT
SANS Top20

0 20 610KOB 3aLLMTHbIX Mep

0 ba3oBbIN U
dbyHOAaMEHTa/IbHbIN YPOBHM
+ oprmepbl

alvan ) _
CISCO The bridge to possible

@ CIS Controls” v 7

Basic i Foundational i Organizational

1 Inventory and Control nd Web 2 Boundary Defense 17 Implementa Securi
of Hardware Assets Browser Protections Awareness and Trai
Program
2 Inventory and Control 8 Malware Defenses 13 Data Protection 18 Application Software
of Software Assets Security
3 Continuor 9 Limitation and Control 14 Controlled Access 19 Incident Response
Vulnerability f Network Port: Based on the Need and Management
Management Protocols, and Services to Know
1y
Devices,

7 E
of Netw
4 Controlled Use 10 Data (e 20 Penetration Tests and
of Administrative Capal Control Red Team Exercises
Privileges
jon for 11 Secure Configuration (]
dwa for Network and Control
such as Firewa
: Routers and Switches

6 Maintenance,
Monitoring and
Analysis of Audit
Logs

B mae 6yaeTt aHOHCcMpOBaHa Bepcus 8

Tiir
CISCO




Ton20 CIS Controls

0 Bce mepbl 06beanHEHDI B
rpynmnbl peanamsauum
(implementation group)

0 YYyeT KOMMNaHUM Pa3Horo
pa3mepa, C pasHbIMMU
pecypcamm, pa3Hou
sKkcnepTnuson B Nb, pasHown
3penocTbio U MOAENbIO

yrpos

CISCO The bridge to possible

JeuoneziuebaQ 0z-LL

. N e
o ¢ B o
\\“'L°:o““°\ Implementation R .L““o“‘@\ Implementation
(_\SS 3 Groups ] 3 (.\s" (.\S(' Groups 3
CIS Control 16: CIS Control 19:
Account Monitoring and Control id P and
16.1 Maintain an Inventory of Authentication Systems [ ] 19.1 Document Incident Response Procedures ® [ ]
16.2 Configure Centralized Point of Authentication [ ) 19.2 Assign Job Titles and Duties for Incident Response [ ]
163 Require Multi-Factor Authentication ° 19.3 Designate Management Personnel to Support °
16.4 Encrypt or Hash All Authentication Credentials ® Incldent tandling
. 19.4 Devise Organization-wide Standards
16.5 Encrypt Transmittal of Username and 4 : [ ]
Authentication Credentials L J For Reporting Incidents
19.5 Maintain Contact Information For Reporting
16.6 Mamtéln an Inventory of A(.(oun!s ™Y Security Inddents o
16.7 Establish Process for Revoking Access [ ] 19.6 Publish Regarding Reporting Computer °
16.8 Disable Any Unassociated Accounts & [ ] Anomalies and Incidents
16.9 Disable Dormant Accounts % ® 19.7 Conduct Periodic Incident Scenario Sessions for Personnel [ ]
16.10 Ensure All Accounts Have An Expiration Date [ ] 19.8 Create Incident Scoring and Prioritization Schema [ ]
16.11 Lock Workstation Sessions After Inactivity [
16.12 Monitor Attempts to Access Deactivated Accounts ®
1613 Alert on Account Login Behavior Deviation [ ] CIS Control 20:
Penetration Tests and Red Team Exercises
20.1 Establish a Penetration Testing Program ®
CIS Control 17: 20.2 Conduct Regular External and Internal Penetration Tests o
I a Security and Training Prog 20.3 Perform Periodic Red Team Exercises o
171 Perform a Skills Gap Analysis ® 20.4 Include Tests for Zrt‘sen:e of Unprotected System PY
and Artifacts
17.2 Deliver Training to Fill the Skills Gap [ =
- 20.5 Create a Test Bed for Elements Not Typically Tested Y
17.3 Implement a Security Awareness Program ® in Production
17.4 Update Awareness Content Frequently ) 206 Use bility Scanning and °
17.5 Train Workforce on Secure Authentication ° Testing Tools in Concert
17.6 Train Workforce on Identifying Social Engineering Attacks ® 20.7 Ensure Results From Penetration Test Are Documented PY
L = = Using Open, Machine-Readable Standards
17.7 Train Workforce on Sensitive Data Handling 0 - -
= i i 20.8 Control and Monitor Accounts Associated )
17.8 Train Workforce on Causes of Unintentional Data Exposure Y With Penetration Testing
17.9 Train Workforce Members on Identifying g °

and Reporting Incidents

Tiir
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3alLUTHbIE MepPbl ANA NepUMeTpa

AHanua notoka \

3awuTa
ONEKTPOHHOM
nouTbl

| BesonacHocTb
Be6-Tpacumka

I MexxceTeBoW aKkpaH HOBOro NOKOMNEHNS

30HbI
obLe-
nocTyn-
HbIX

BesonacHocTs MCO

cepBepoB BanaHcn-  TpaHcnopTi-  Cerp AnTvepe-  Cuctema | Otkas CeTb
x0CTa Be6- POBLLMK poBKa L2/L3 [OHOCHOe — MpegoTepa- AOCTYNOM + W KOHTPOMb  yrpo3 B 06CNY>XM1- L2/L3
NPUNOXEHWUIA  Harpy3kn Paarpyaka rno LjeHuna TrustSec NPUNOXEHU BaHUM
VHKLM BTOPXKEHUIN (AVC) VPN- (DDoS)
€30MacHOCTH HOBOTO KOHLIEHTPETOP
TPaHCMOPTHOTO noKoneHus
YPOBHSA
K BHELLHUM 30HaM
K obnaky
alraln
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3allLMTHbIE MepPbl AN1A IOKaNbHOM CETU

I'Ipe,qcep,aTenbvnpaBneHMﬂ,
oTNpaBNALWNN ANEKTPOHHbIE coobLeHus akKumoHepam

KoHTponnep 6ecnpoBogHoOM cetn

CeTb
L2/L3

BesonacHocTb  BecnposogHasa [pepoTspa- VneHtu- YnpasneHxue OueHka YnpasneHue AHanua notoka
XoCTa ceTb LieHne MvKaumMsa  MOBWIbHBIMM — COCTOSHMA  JOCTYMOM +
BTOPXEHUI ycTpocTBamMm TrustSec

B 6eCnpoBOAHOM

KommyTtaTop MexxceTeBow aKpaH HOBOIo NMOKOMEHUSs MapuwpyTnsatop

BezonacHocTb WneHTudbmkaums OueHka Ynpaenenue AHanua noToka Cetb L2/L3 Cuctema AHTUBpe- YnpaeneHnue AHanuTuka  YnpasneHue AHanua notoka VPN
XocTa COCTOSIHMSA AOCTYMOM + npenoTepa- noHocHoe MO gocTynom + yrpo3 AOCTYMOM +
TrustSec weHua TrustSec TrustSec

BTOPXEHUIN
HOBOTO
MOKONEHMS!

MeHemxep no pabote c

KnneHTamu, WAN

aHanuaupyoLuin 6asy

alraln
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3awuTHble mepsbl gna L0

30Ha 6a3sb
JaHHbIX

30Ha
COOTBETCTBUSA
ctangaptam PCI

3oHa cepBepa

NPUNOXEHUI

30Ha o0Lwmx
CcepBucoB

alraln
cisco

SECURE

Cuctema

npenoTepa-

LeHusa BanaHcu-
BesonacHocTb BTOPKEHMIA POBLLMK AHanua
xocTa HOBOTO MC3  Harpysku KommyTa- MOTOKa

nokonexus

Top

\ Cuctema
)| Ananu-  Ynpasnerne &%‘iﬂ%mpa' Vnpasneue
Y Tuka OOCTYMOM + AHTVBpE- o [OCTyrnom +
BTOPXEHNN
yrpos  TrustSeC  pouochoe  boepre MCS Cetb TrustSec BN
no nokoneHus L2/L3

WAN

MC3 Be6-
MPUNOXEHNI

=\ AHanu3
= notoka

AHanwua/
Koppenauus

MoHUTOPUHT/
KOHTEKCT

MonuTumkm/
KoHdurypaums

BupTtyanuaupoBaHHble pyHKLUN

YnpaeneHue MOHUTOPWHI

Pervctpaunsa
YA3BUMOCTAMN

B XypHane/
OTUYETHOCTb

Yrpo3
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CIS Benchmarks

bonee 100 pykoBoACTB NO 3awuTe
COBPEMEHHbIX TEXHONOIMMIN OT
COBPEMEHHDbIX Yrpo3

e )
CI1SCO The bridge to possible

Alibaba Cloud o Kubernetes
Amazon Web o MS Azure
Services MS Office

Apple MacOS ., MongoDB
CentOS NGINX

Cisco Oracle DBMS
Docker / Linux

Google Cloud o MpuHTEpbI

IBM AIX 200m

atfva]ne -
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Kak 13 Kupnuuymkos cobpatb 3aaHmne?

‘deco’ SE
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HaunHaeTcAa Bce c apxuteKkTypbl b

ApPXUTEKTYPA OMUCLIBAET KENAEMYIO CTPYKTYPY MHPPACTPYKTYPbI

6e30nacHOCTU OpraHmM3aumm 1 Apyrnx cBA3aHHbIX ¢ UMb KOMMNOHEHTOB U
nHtepdencos

- BkitoyaeT npouecchl, NtoAen, TEXHONOMMU U PasHble TUMNbl MHGOoPMaLUn

- Co3paeTca C TOYKM 3peHna BusHeca 1 yuymTbiBaET ero TeKyLMe 1 byayLimne
notpebHoCTH

ApxutekTtypa b Crpaterna Ub

e Kakue uenn?

e Kak moryT 6bITb
e Y70 TpebyeTca AN AOCTUTHYTbI Lienn?

AOCTUXKEHUA Uuenen?

J

cisco S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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[Mpumep: uenesBon apxmtekTypbl b

SECURITY GOVERNANCE RISK AND COMPLIANCE

1SO 27001/NESA

M
?

OT SECURITY

I

INTELLIGENCE, ANALYTICS & REPORTING

SIEM + Threat
Intelligence

Risk & Vul
Manager

Threat Hunting +

Online Fraud
Deception

Management

Cognitive Security

IT INFRASTRUCTURE - OPERATIONAL SECURITY DOMAINS

&

23

_{é}{é} CLOUD SECURITY
:é
PEOPLE APPLICATIONS
Identity & Access Management Data Protection & Governanace Web Application Assessment
= o NG-Firewall / IPS Enpoint Management a
Privilege Access Management Data Encription / Masking Meiescol e Anti - Maware I
soc
Multi-Factor Authentication o EEEEED) Network Anti-Malware Mobile Security
Menty 8 Sarvices R - Web Appkcation e ey S Application Whitelisting & EDR

SOLUTIONS

SECURITY / AWARENESS / SOCIAL DATA CLASSIFACTION SERVICES SOURCE CODE SECURITY ARCHITECTURE COMPROMISE m
SR - e R e
alraln
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3 rOpM30HTA/IbHbIX YPOBHA apXMUTEKTYPbI

« TexHoNnornyeckui
YpOBEHb 0ObIYHO
npopaboTaH siyylle BCex

KoHuenTyasrnbHbIN YPOBEHb

1o cpaBHEHUIO C 2-mA
APYTMMKN YPOBHAMM

Jlornyecknn ypoBeHb

YpoBeHb peanusaunm

o Jlroau [Monutukn TexHonormm



21 anemeHT cTpaTern4eckoro, N10rmM4eckoro um
TEXHONOTNYECKOro YpoBHEN apxuTteKTypbl Ub

ApxuTekTtypa 6e3onacHocTH
YpoBHU posepuA CepBucbl 6e3onacHoCcTH o
NPUNOXKEHUN
KoHuenTyanbHble AN3alHbl U ApPXUTEKTYypa CETEBOM
HenTy A Moaenb 4OMeHOB A0BepPUA P yp o /
Mmoaenm NHPPACTPYKTYPHOM Be3onacHOCTH

Cuctema B3rnA40B Ha NOJIUTUKMU MpUHUMNbI AM3aNHa 3aLWMLLEHHOW ApXxmnTeKTypa cepBucoB

6e3onacHoCcTH MHPPACTPYKTYpPbI 6e3onacHocTH

Cucrtema B3rna40B Ha o Knaccmdumkatop 3awmaemon
Mogaenun gmnsanHa
KN1laccuPumKauuio MHpopmauum nHpopmaumu
Mogenb MHGOPMALMOHHbIX ApXUTEKTypa ynpaBneHmsa
[NMpoueccHaa mogens A CEELEN P ypaynp

NOTOKOB 6e3onacHocTn

Mogaenb cTpaTernyeckmnx posien u MpMHUMNbI CTaHZ4APTM3aLMN U
& P P OpraHn3aunoHHblie Mogenu PUAL Aap 4

OTBETCTBEHHOCTU yHUumKaunm Nb

Mwuccuna Ub LLlabnoHbl TpeboBaHUM OpraHnM3auMoHHaA apxXnTeKTypa




YTo Takoe ppemmBopK no NB?

OnpepeneHmne 6a30BOro 1 paclMpeHHOro Habopa 3aWmUTHbLIX Mep,
NOAXOAALLMX KOHKPETHOW OpraHu3aumnm

[MpodunmpoBaHmne opraHmn3laumnim Ncxoaa U3 pasHbix TpeboBaHM K
OKpPY*KeHUA

Peanusauna Habopa 3aWUTHbIX Mep ncxoan U3 TpeboBaHmin
OueHKa TeKYLEro COCTOAHUA YPOBHSA 3aWuTbl MHGOPMaLIUM

MpropuTesaunm 3aUTHbIX MEPONPUATUIA U COCTABNAEHNA AOPOKHOM KapThbl
Pa3BUTKA

il
cisco



dpenmBopKku no NUb: Kakne un ana yero?

+ GpernMBOPKM NO

MPUBATHOCTMH,
®peiiMBOPK Mo Knbepdpmnsnyecknm
ynpaB/ieHUIO pUCKamu cuctemam,

(FAIR, NIST SP800-
39/37/30)

nepcoHany u T.n.

Bpewms

®peimBopK no
nporpamme UB (ISO
27001, NIST CSF, ISM3)

PpeiiMBOPK N0 mepam
3alLMTbI
(NIST SP800-53, CIS
Top20, npukasbl PCTIK,
OCT 57580.1)

CnoxHocmab / ornbim

asco SECURE



OueHKa 3penoctn b no dpenmBopKy

Asset Management

Risk Management

Improvements
P Strategy
Mitigation Access Control
Analysis Awareness and Training

Data Security

Information Protection
Processes and Procedures
Maintenance

Protective Technology

ols Monitoring anomalies and Events
.CISICOI S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

Response Planning

Detectign Processes .
ecurity Continuot

W Target
FY16 Goal

® Current
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KaKoBa uesb Baleu
KOMNAHUn?

PocT npubbinm /
BbIPY4YKM /
MapXuUHanbHocTh /
AONN PbIHKA?

)h

You make security possible



OTtBeTbTe Ha 4 Bonpoca

- YTO OCTAHOBUT MK 3aMeaNUT onepaLunmn B
BalLEN OpraHmM3auumn?

- Y10 NnpuMBeaeT K CHUMNKEHUIo Npubbinu /

BbIPYUYKMN / MapKMHANbHOCTU / AONU PbIHKA
Ballen KOMMNaHUKU?

- HYTo npuBeaeT K CHUXKEHUIO KayecTBa
npeaocTaBnAeMoro Bamm npoaykTa /
ycnyrmn?

- Y10 NpMBeaeT K HeraTMBHOMY BAUAHUIO Ha
Lenb KomnaHuuu / busHec-noapasgeneHus / 7
6busHec-npoeKTa / executive sponsor? 7 (<

il
Hldat))
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